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Ajax, date, month year
Guide to applying the IT Security Policy

Text in hard brackets [..] are guidelines only, which can be omitted in the final version. This also applies to the instructions on this page.

Text marked in yellow gives you several options. Here the one that best suits the company is selected or a text is inserted about what applies here, such as a description of the company’s backup. This text can also be omitted in the final version if irrelevant to the company.

You can replace the fictitious company name Ajax with the relevant company name using the ‘Find and Replace’ feature in Word.

Text marked in green can be used if the company has a higher level of ambition. Otherwise, simply leave it out in the final version. There may also be areas where you have to choose between several alternative formulations. The green texts can be selected/unselected independently of each other.

Individual technical terms appear in the text, often in soft brackets (..) with a separate explanatory text. This applies, for example, to the concept of “awareness”. This is to make it easier for, e.g., IT auditors to see that the topic is covered in the text.

Some of these actions are things that you may already be doing. However, take this as an opportunity to consider actions that you want to/should be doing.


Key IT security points
IT security at Ajax is based on these guidelines.

[If you have outsourced all or parts of your IT, the following requirements are placed on the outsourcing partner. See Section 1.7.]

Access control
The starting point for allocating rights and access to systems and information is that everything is locked down and that access is only granted where there is a business need.

The day-to-day manager/person responsible for a system or the relevant information decides who should have access to the system and/or information. The responsible IT officer then assigns the rights based on these decisions. 

Ajax servers and laptops are protected with a password and screen lock, as well as up-to-date antivirus programs and local firewalls. Laptops with company data, including personal data, are also protected with encryption).

[bookmark: _GoBack]Management of passwords follows Best Practice - minimum 15 characters, combination of upper/lower case letters, as well as numbers and special characters, with changes every three months.

Ajax’s other mobile devices (mobile phones and any tablets) are protected with a pin code and the use of encryption of company data, as well as the possibility of deleting (remote-wipe) the devices. 

Ajax’s physical premises are secured with an access system and various alarms. The day-to-day manager/person responsible for an area decides who should have access to what. 

Information
Ajax information is found on, e.g., computers, servers, tablets, smartphones, USB keys, cloud storage and the like. The Security Policy requires that Ajax information is protected in the event of loss, theft, copying, etc., e.g., with encryption.

Employees of Ajax are generally not allowed to store company-related data in a cloud storage, such as Dropbox, unless this is made available by Ajax, or approved by Ajax management for company use. If there is an urgent need to store company-related data in an unauthorised cloud storage, it is the employee’s responsibility to ensure that the data is encrypted.

Documentation
The Ajax IT Security Policy, classification and other guidelines, as well as guides are available on the Ajax intranet/Ajax shared drive. These documents are maintained by the day-to-day person responsible for Ajax’s IT security and approved by management.

Reliability
Logging of activities is switched on in Ajax systems, and where there is personal data, access and attempts to access the individual information are also logged. 

Ajax maintains separation of functions where possible. As a minimum, it is required (as is the case with payments in the online bank) that another person, e.g., someone from management, participates in connection with approval of major changes and granting of administrator rights.
Classification
[The job of deciding who is allowed to access what and how information is to be processed can be facilitated and streamlined by introducing a classification system, describing in brief what you are allowed to do with said information.]

Ajax uses the following information classifications:

Public - can be seen/accessed by everyone. 
[Could be, e.g., data sheets or material on your website]

Confidential – can be seen/accessed by everyone at Ajax and by specific customers/partners. 
                 [Could be quotes, agreements and other correspondence]

Internal - can be seen/accessed by everyone at Ajax, but no one outside

Sensitive - may only be seen/accessed by a small group with a specific business purpose. 
                 [Could be collected and processed personal data, employment contracts,
                 unpublished financial figures or board documents.]

Information classified as other than Public must be marked with its relevant classification on paper, in emails, as part of the information about the sender, and on the front of documents, whether these are in paper or electronic format.
Information classified as Sensitive must not be sent via unencrypted emails or over unencrypted connections.
Communication security

The users’ web access to the internet is scanned in a cloud/proxy solution to ensure that no insecure [or inappropriate] websites are accessed. Access to insecure websites is blocked and downloaded files are scanned for viruses and other malware.

All incoming emails received in the Ajax mail system are scanned for unsafe links to external websites and for potential phishing emails. Additionally, attachments are scanned for viruses and other malware.

Access to other servers/services and Ajax’s internal network is via VPN protected by 2-factor authentication. 

Transfer of, or access to, Ajax information to/from external partners or authorities may only take place in agreement with these, based on the confidentiality/classification of the information, including whether the use of encryption .

Computers and mobile devices that connect to the company’s networks and systems remotely must comply with the company’s guidelines. This is only allowed for company equipment/ employees’ own computers and mobile devices (Bring Your Own Device, BYOD). 
Supplier management and outsourcing
Suppliers must comply with Ajax’s requirements for IT security. 

There must be an agreement in place and, if necessary, also a data processing agreement, that meets the requirements of the Danish Data Protection Act.

Before signing the agreement, Ajax must have assessed whether there are any special risks that the agreement needs to take into account. Should staff from, e.g., the cleaning company personally sign a confidentiality statement and/or are they required to present a certificate of criminal record?
Employee security and awareness

Through awareness training, it is ensured that new employees and all users have the necessary IT skills, including those who do not have an IT education, as well as good security behaviour, e.g., with regard to information access. This also applies when an employee moves to a new role in the company. It is the day-to-day/individual manager’s responsibility to ensure that this takes place.

Security incidents and IT contingency
If an employee discovers threats to, or breaches of, information security, or suspects it, the person concerned must immediately inform IT/management/relevant person concerned about this
The person responsible for the day-to-day management of Ajax information security makes assesses the reported security incidents as soon as possible after they have been reported. If external parties are affected by security incidents at Ajax, the day-to-day management is responsible for any communication with affected parties. 
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