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Ajax, date, month year
Guide to applying the IT Security Policy

This page’s instructions must be omitted in the final version.

This is a template for an IT Security Policy that describes the overall policy for information security at your company. Annexes 1 and 2 contain a summary of rules and controls that can be used as guidelines when implementing the IT Security Policy.

The purpose of the IT Security Policy is to describe the company’s goals and attitude towards IT security. Some of these actions are things that you may already be doing. However, take this as an opportunity to consider actions that you want to/should be doing.

The document can partly be used internally, as a support in further work, and partly as documentation for customers and business partners to show that the company has thought about information/IT security.
Therefore, the structure of the overall policy is inspired by the guidelines for policies, as described in the international standard for information security ISO/IEC 27001.
The template can be adapted to your company’s needs and goals by adapting or removing texts marked in yellow and green. 

Text marked in yellow gives you several options. Here the one that best suits the company is selected or a text is inserted about what applies here, such as a description of the company’s backup. This text can also be omitted in the final version if irrelevant to the company.

Text marked in green can be used if the company has a slightly higher level of ambition, e.g., if you are a medium-sized company. Otherwise, simply leave it out in the final version. There may also be areas where you have to choose between several alternative formulations. The green texts can be selected/unselected independently of each other.

When the policy is adapted, replace the fictitious company name “Ajax” with your own company name by using the ‘Search and Replace’ feature in Word.

References and use of technical terms
The introduction contains a reference to the international standard for information security controls ISO/IEC 27002. The intention is not that your company must be certified according to the standard, but by relying on controls and methods from the standard, you get a number of good tips, and you prove that you follow recognised Best Practice.

The text also contains some technical terms. These are sometimes written inside soft brackets (..) after they are explained by other text. This applies, for example, to the concept of “awareness”. This is to make it easier for, e.g., IT auditors to see that the topic is covered in the text. 


Policy
This is Ajax’s IT Security Policy, which includes a description of the overall information security policy, the chosen area of application and the principles behind the implemented security level.
Introduction
Ajax’s IT Security Policy creates the framework for an operational management system for information security (ISMS), which results in established guidelines for handling Ajax IT security. It therefore prescribes how the IT security at Ajax should run on a daily basis. Placement of responsibility, guidelines, risk management and IT contingency plans are thus subjects that are regulated under this management system.

Ajax’s IT security is based on:

· Generally accepted methods and policies for information security, including Best Practice as described in the international standard ISO/IEC 27002

· All relevant rules, legal requirements, guidelines, instructions and contracts within the Ajax business area, the Danish Data Protection Act, the marketing act, state requirements and labour market agreements

Scope
IT security includes development, delivery and servicing of solutions/products for Ajax customers, i.e., all of Ajax and all Ajax activities.

Goal
Ajax carries out all necessary activities to ensure:
· Availability: That Ajax business systems are normally available during business hours / 24/7, and that an IT contingency is maintained, which ensures that normal operation of the business systems can be resumed within 24 hours. This is achieved, e.g., through the use of redundant systems and connections, as well as by having a backup of data.

· Integrity: That through management and manual inspections/checks of workflows, we achieve reliable and correctly functioning IT systems with a reliable data basis.

· Confidentiality: That Ajax’s information, including personal data and customers’ information in Ajax’s possession, is only available to Ajax’s employees and in the manner intended. 
Ajax assesses risk regarding the company’s business-critical information and other information assets, partly annually, partly as a response to new threats, in the event of new projects, IT acquisitions and processes, as well as following breaches of security. As such, Ajax maintains a risk management plan. 
The goal is to ensure that adequate and documented security is balanced with the desire for appropriate and user-friendly IT, so that employeesand customers can perform their tasks optimally.

Ajax carries out the activities that are necessary to keep employees informed about IT security and about their responsibility towards the company’s information and systems (awareness). This includes, in addition to training for all employees, introductory material for new employees, ongoing emails and training on new security challenges, etc.

[bookmark: _GoBack]Responsibility  
The responsibility for the day-to-day management of Ajax’s IT security lies with the IT/management/(other).

If an employee discovers threats to, or a breach of, information security, or suspects it, the person concerned must immediately inform IT/management/correct person concerned about this. Ultimately, it is the person responsible for the day-to-day management of information security who must be notified.

Employees who violate Ajax’s information security policy, or the procedures and instructions set forth therein, will be met with the measures prescribed by Ajax’s procedures and personnel policy.
Review of action points from previous meeting
Ajax measures, assesses and follows up in the area of information security in the following way:

· Ongoing follow-up of incidents in the field of IT security.

· Follow-up on the level of knowledge within IT security in Ajax in the form of, for example, tests of employees’ awareness of IT security (awareness or phishing tests).

· Ongoing assessments of security aspects in connection with new projects, procurements and changes.

· Annual/Periodic reviews of the risk assessments and the risk management plan.

· Implementation of internal controls (audits) and independent third-party evaluations of information security in Ajax.
 
Based on this information, management reviews and reassesses the IT security policy annually (annual review).



Approval
This policy has been adopted by the Ajax management/board on date. month year
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